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(57) ABSTRACT

Methods and systems are provided for configurable and
non-invasive protection of private information in a user
input to a software application that handles real-time infor-
mation. A method includes detecting, by a filter in real-time,
private information in the user input. The method further
includes forming, by the filter, a filtered user input from the
user input, by maintaining non-private information from the
user input in the filtered user input, extracting and encrypt-
ing the private information in the user input and attaching
the encrypted private information to the filtered user input,
and replacing the private information in the user input with
unique identifiers in the filtered user input. The unique
identifiers are configured to be exploitable by the software
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s 400

Configure the protection to be applied to user communications 410
involving a conversational agent.

420 No

User input includes private information?

2/
L Yes

Form a filtered user input from the user input, by maintaining non-
private information from the user input in the filtered user input,
extracting and encrypting the private information in the user input
and attaching the encrypted private information to the filtered user
input, and replacing the private information in the user input with
unique identifiers in the filtered user input, the unique identifiers | 430
configured to be exploitable by the software application to achieve
an intended function of the software application for the user. The
unique identifiers are representative of the private information
they replace in that they can be used to obtain the private
information.

v

Provide the filtered user input to the conversational agent. 440

v

Send information (from the user input) from the conversational 450
agent to a member(s) of a set of external sources.

450A Untrusted
Trusted or Untrusted?
\ A
Trusted ‘ C ]

A

FIG. 4
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o 400

Decrypt the private information and output decrypted private
information (e.g., the original user input).

Redact the private information and output redacted information
(e.g., a redacted user input).

!

450B

450C

-

Receive, by the member of the set of external sources, the
decrypted private information or the redacted information for
further processing.

460

!

Complete an intended goal using the received information.

v

460A

Provide a return response to the user. For example, the return
response can be a confirmation that the intended goal was
achieved and any supporting information. The return response
can include redacted, human readable information.

470

End

Process the user input as originally provided by the user.

480

FIG. 5
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v 600
Hello! | can help you with the Computer 610
Store. What would you like to do?
611 Order a personal apple 13 inches
| have an apple laptop with a 13 inch
screen for personal use. Would you like 620
me to place the order?

621 Yes

What credit card number should we use to
. 630
place this order?

631 | Please use my VISA 4532040206203445

The order has been placed using your
Visa. Your order number is 640
4532-011a9-3445

641 Just in case my SSN is 123 213 2323

FIG. 6
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Hello! | can help you with the Computer
Store. What would you like to do?

610

611 Order a personal apple 13 inches

I have an apple laptop with a 13 inch
screen for personal use. Would you like
me to place the order?

620

621

Yes

What credit card number should we use to
place this order?

630

741

Please use my VISA XXXX-XXXX-XXXX-

3445

The order has been placed using your
Visa. Your order number is
4532-011a9-3445

640

741 | Justin case my SSN is XXX-XX-2323

FIG. 7
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CONFIGURABLE AND NON-INVASIVE
PROTECTION OF PRIVATE INFORMATION
FOR CONVERSATIONAL AGENTS

BACKGROUND

Technical Field

[0001] The present invention relates generally to informa-
tion processing and, in particular, to configurable and non-
invasive protection of private information for conversational
agents.

Description of the Related Art

[0002] There is a trend involving companies offering
conversational agents such as chatbots to their customers
and employees to answer questions, enable self-service, and
so forth. However, chatbots may request private information
(e.g., banking chatbots), or users may inadvertently input
private information (e.g., social security number). Accord-
ingly, private information should be handed in a secure
manner with respect to, for example, communications, log-
ging, and so forth. The mishandling of private information
can lead to law violations, loss of credibility, legal actions,
loss of customers, and so forth. Hence, there is a need for
configurable and non-invasive protection of private infor-
mation for conversational agents.

SUMMARY

[0003] According to an aspect of the present invention, a
computer-implemented method is provided for configurable
and non-invasive protection of private information in a user
input to a software application that handles real-time infor-
mation. The method includes detecting, by a filter in real-
time, private information in the user input. The method
further includes forming, by the filter, a filtered user input
from the user input, by maintaining non-private information
from the user input in the filtered user input, extracting and
encrypting the private information in the user input and
attaching the encrypted private information to the filtered
user input, and replacing the private information in the user
input with unique identifiers in the filtered user input. The
unique identifiers are configured to be exploitable by the
software application to achieve an intended function of the
software application for the user. The method also includes
transmitting, by a communications redirector, the filtered
user input over a communication channel.

[0004] According to another aspect of the present inven-
tion, a computer program product is provided for configu-
rable and non-invasive protection of private information in
a user input to a software application that handles real-time
information. The computer program product includes a
non-transitory computer readable storage medium having
program instructions embodied therewith. The program
instructions are executable by a computer having a filter and
a communications redirector to cause the computer to per-
form a method. The method includes detecting, by the filter
in real-time, private information in the user input. The
method further includes forming, by the filter, a filtered user
input from the user input, by maintaining non-private infor-
mation from the user input in the filtered user input, extract-
ing and encrypting the private information in the user input
and attaching the encrypted private information to the fil-
tered user input, and replacing the private information in the
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user input with unique identifiers in the filtered user input.
The unique identifiers are configured to be exploitable by the
software application to achieve an intended function of the
software application for the user. The method also includes
transmitting, by the communications redirector, the filtered
user input over a communication channel.

[0005] According to yet another aspect of the present
invention, a system is provided for configurable and non-
invasive protection of private information in a user input to
a software application that handles real-time information.
The system includes a filter for detecting, in real-time,
private information in the user input and for forming a
filtered user input from the user input, by maintaining
non-private information from the user input in the filtered
user input, extracting and encrypting the private information
in the user input and attaching the encrypted private infor-
mation to the filtered user input, and replacing the private
information in the user input with unique identifiers in the
filtered user input. The unique identifiers are configured to
be exploitable by the software application to achieve an
intended function of the software application for the user.
The system further includes a communications redirector for
transmitting the filtered user input over a communication
channel.

[0006] According to still another aspect of the present
invention, a computer-implemented method is provided for
configurable and non-invasive protection of private infor-
mation in a user input to a conversational agent that handles
real-time information. The method includes detecting, by a
filter in real-time, private information in the user input. The
method further includes forming, by the filter, a filtered user
input from the user input, by maintaining non-private infor-
mation from the user input in the filtered user input, extract-
ing and encrypting the private information in the user input
and attaching the encrypted private information to the fil-
tered user input, and replacing the private information in the
user input with unique identifiers in the filtered user input.
The unique identifiers are configured to be exploitable by the
software application to achieve an intended function of the
conversational agent for the user. The method also includes
transmitting, by a communications redirector, the filtered
user input over a communication channel.

[0007] According to a further aspect of the present inven-
tion, a system is provided for configurable and non-invasive
protection of private information in a user input to a con-
versational agent that handles real-time information. The
system includes a filter for detecting, in real-time, private
information in the user input, and for forming a filtered user
input from the user input, by maintaining non-private infor-
mation from the user input in the filtered user input, extract-
ing and encrypting the private information in the user input
and attaching the encrypted private information to the fil-
tered user input, and replacing the private information in the
user input with unique identifiers in the filtered user input.
The unique identifiers are configured to be exploitable by the
software application to achieve an intended function of the
conversational agent for the user. The system further
includes a communications redirector for transmitting the
filtered user input over a communication channel.

[0008] These and other features and advantages will
become apparent from the following detailed description of
illustrative embodiments thereof, which is to be read in
connection with the accompanying drawings.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The following description will provide details of
preferred embodiments with reference to the following
figures wherein:

[0010] FIG. 1 is a block diagram showing an exemplary
processing system to which the invention principles may be
applied, in accordance with an embodiment of the present
invention;

[0011] FIG. 2 is a block diagram showing an exemplary
environment to which the present invention can be applied,
in accordance with an embodiment of the present invention;
[0012] FIG. 3 is a block diagram showing an exemplary
environment to which the present invention can be applied,
in accordance with an embodiment of the present invention;
[0013] FIGS. 4-5 are block diagrams showing an exem-
plary method for configurable and non-invasive protection
of private information for a conversational agent, in accor-
dance with an embodiment of the present invention;
[0014] FIG. 6 is a chart showing an exemplary conversa-
tion between a person and a conversational agent to which
the present invention can be applied, in accordance with an
embodiment of the present invention;

[0015] FIG. 7 is a chart showing an exemplary conversa-
tion between a person and a conversational agent using
private information protection, in accordance with an
embodiment of the present invention;

[0016] FIG. 8 is a diagram showing exemplary secured
entities to which the present invention can be applied, in
accordance with an embodiment of the present invention;
[0017] FIG. 9 is a diagram showing exemplary authorized
actions to which the present invention can be applied, in
accordance with an embodiment of the present invention;
[0018] FIG. 10 is a block diagram showing an exemplary
cloud computing environment having one or more cloud
computing nodes with which local computing devices used
by cloud consumers communicate, in accordance with an
embodiment of the present invention; and

[0019] FIG. 11 is a block diagram showing a set of
functional abstraction layers provided by a cloud computing
environment, in accordance with an embodiment of the
present invention.

DETAILED DESCRIPTION

[0020] The present invention is directed to configurable
and non-invasive protection of private information for con-
versational agents (interchangeably referred to herein as
“chatbots” in short). As used herein, the term “private
information” refers to sensitive, personal, and/or otherwise
confidential information. Hence, the term “private informa-
tion” is used interchangeably herein with respect to any of
sensitive information, confidential information, personal
information, Personally Identifiable Information (PII), and
so forth, as readily appreciated by one of ordinary skill in the
art.

[0021] In an embodiment, the present invention advanta-
geously protects private information with minimal altera-
tions to the conversational agent(s). In this way, the private
information of a user can be protected from, for example,
unwanted exposure, while still achieving the underlying
goal of a communication between the user and a conversa-
tional agent.

[0022] In an embodiment, the present invention provides
a mechanism to non-intrusively protect an existing (and
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possibly already deployed) chatbot from exposure to private
information by intercepting the conversation between a
chatbot and an end-user and transparently redacting sensi-
tive information through the use of secured entities.

[0023] In an embodiment, the use of secured entities
allows the chatbot to continue to operate on the type of
sensitive information that was included in the user input
without revealing the private/sensitive aspect to the chatbot.
If sensitive information was simply deleted or blacked out,
then the chatbot operation would likely be negatively
impacted as the chatbot may no longer be able to understand
user intent with the missing or blacked out information. The
use of secured entities in accordance with one or more
embodiments of the present invention ensures that chatbot
operation is not impacted or changed by the inserted redac-
tion. The private information can be encrypted and
decrypted transparently as needed for authorized functions.
[0024] Hence, in an embodiment, when a natural language
user input to a chatbot includes private information, the
present invention preserves the privacy of the private infor-
mation while still enabling limited computation over it.
Further aspects of various embodiments of the present
invention are described below.

[0025] FIG. 1 is a block diagram showing an exemplary
processing system 100 to which the invention principles
may be applied, in accordance with an embodiment of the
present invention. The processing system 100 includes at
least one processor (CPU) 104 operatively coupled to other
components via a system bus 102. A cache 106, a Read Only
Memory (ROM) 108, a Random Access Memory (RAM)
110, an input/output (I/0) adapter 120, a sound adapter 130,
a network adapter 140, a user interface adapter 150, and a
display adapter 160, are operatively coupled to the system
bus 102. At least one Graphics Processing Unit (GPU) 194
is operatively coupled to the system bus 102.

[0026] A first storage device 122 and a second storage
device 124 are operatively coupled to system bus 102 by the
1/0 adapter 120. The storage devices 122 and 124 can be any
of a disk storage device (e.g., a magnetic or optical disk
storage device), a solid state magnetic device, and so forth.
The storage devices 122 and 124 can be the same type of
storage device or different types of storage devices.

[0027] A speaker 132 is operatively coupled to system bus
102 by the sound adapter 130. A transceiver 142 is opera-
tively coupled to system bus 102 by network adapter 140. A
display device 162 is operatively coupled to system bus 102
by display adapter 160.

[0028] A first user input device 152, a second user input
device 154, and a third user input device 156 are operatively
coupled to system bus 102 by user interface adapter 150. The
user input devices 152, 154, and 156 can be any of a
keyboard, a mouse, a keypad, an image capture device, a
motion sensing device, a microphone, a device incorporating
the functionality of at least two of the preceding devices, and
so forth. Of course, other types of input devices can also be
used, while maintaining the spirit of the present invention.
The user input devices 152, 154, and 156 can be the same
type of user input device or different types of user input
devices. The user input devices 152, 154, and 156 are used
to input and output information to and from system 100.
[0029] Of course, the processing system 100 may also
include other elements (not shown), as readily contemplated
by one of skill in the art, as well as omit certain elements.
For example, various other input devices and/or output
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devices can be included in processing system 100, depend-
ing upon the particular implementation of the same, as
readily understood by one of ordinary skill in the art. For
example, various types of wireless and/or wired input and/or
output devices can be used. Moreover, additional processors,
controllers, memories, and so forth, in various configura-
tions can also be utilized as readily appreciated by one of
ordinary skill in the art. These and other variations of the
processing system 100 are readily contemplated by one of
ordinary skill in the art given the teachings of the present
invention provided herein.

[0030] Moreover, it is to be appreciated that environment
200 described below with respect to FIG. 2 is an environ-
ment for implementing respective embodiments of the pres-
ent invention. Part or all of processing system 100 may be
implemented in one or more of the elements of environment
200.

[0031] Also, it is to be appreciated that environment 300
described below with respect to FIG. 3 is an environment for
implementing respective embodiments of the present inven-
tion. Part or all of processing system 100 may be imple-
mented in one or more of the elements of environment 300.
[0032] Further, it is to be appreciated that processing
system 100 may perform at least part of the method
described herein including, for example, at least part of
method 400 of FIG. 4. Similarly, part or all of environment
200 may be used to perform at least part of method 400 of
FIG. 4. Additionally, part or all of environment 300 may be
used to perform at least part of method 400 of FIG. 4.
[0033] FIG. 2 is a block diagram showing an exemplary
environment 200 to which the present invention can be
applied, in accordance with an embodiment of the present
invention.

[0034] The environment 200 includes a set of user devices
(hereinafter interchangeably referred to as “user device set”)
210, a set of conversational agent deploying devices (here-
inafter interchangeably referred to as “conversational agent
device set”) 220, a set of protection devices (hereinafter
interchangeably referred to as “protection device set™) 230,
and a set of external sources (hereinafter interchangeably
referred to as “external sources set”) 240 that can include a
subset of trusted external sources 241 and a subset of
untrusted external sources 242. It is to be appreciated that
the numbers of members of each of the aforementioned sets
has been chosen arbitrarily for the sake of illustration.
Accordingly, in other embodiments, any number of mem-
bers can be involved in each of the aforementioned groups.
[0035] Members of the user device set 210 interface with
members of the conversational agent device set 220 for the
purpose of conducting conversations there between. Mem-
bers of the protection device set 230 non-intrusively oversee
the conversations in order to protect any private information
provided during such conversations. Members of the exter-
nal sources set 240 use the private information provided by
the user for an intended purpose including, but not limited
to, for example, shopping, identify verification, authorized
access, banking, and so forth. It is to be appreciated that the
preceding listing is merely illustrative and, thus, other
intended purposes can also be involved, while maintaining
the spirit of the present invention.

[0036] Members of any of the sets 210, 220, 230, and 240
can be implemented by a myriad of processor-based com-
puting devices including, but not limited to, smart phones,
media devices, tablets, laptop computers, desktop comput-
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ers, servers, smart devices, cloud based devices and systems,
and so forth. It is to be appreciated that the preceding listing
is merely illustrative and, thus, other types of devices can
also be used in accordance with the teachings of the present
invention, while maintaining the spirit of the present inven-
tion.

[0037] For the sake of illustration, set 210 is implemented
by a laptop, and each of sets 220, 230, and 240 is imple-
mented by a respective pair of servers, namely (220A and
220B), (230A and 230B), and (241 and 242), respectively.

[0038] The conversational agent device set 220 can cor-
respond to any entity which may deploy a conversational
agent 221. Accordingly, the entity can be, for example, but
is not limited to, a store, a company, an organization, a
group, a government entity, and so forth. Similarly, the set
of external sources 240 can correspond to any entity which
can use information obtained from a conversational agent
221 and, thus, can be for example, but is not limited to, a
store, a company, an organization, a group, a government
entity, and so forth. It is to be appreciated that the preceding
entities are merely illustrative and, thus, the present inven-
tion can be employed by these and various other entities, as
readily appreciated by one of ordinary skill in the art, given
the teachings of the present invention provided herein, while
maintaining the spirit of the present invention.

[0039] Members of the protection device set 230 are
configured to perform configurable and non-invasive pro-
tection of private information in accordance with the present
invention. In this way, any private information involved in
a conversation between a user (e.g., using tablet 210A) and
a conversational agent 221 deployed by a server (e.g., any of
servers 210A and 210B) can be protected from, for example,
unwanted exposure. Members of the protection device set
230 can be configured to intercept and act upon communi-
cations between members of the user device set 210 and the
conversational agent device set 220.

[0040] Members of the set of external sources 240 are
devices which process the information obtained from the
user by the conversational agent. As noted above, from
among the set of external sources 240, there can be trusted
external sources 241 and untrusted external sources. The
conversational agent 221 can redirect and/or otherwise send
a filtered user input to an external source, where the private
information in the filtered user input is selectively restored
(decrypted) depending upon the status of the external source
as either trusted or untrusted such that selective decryption
is only performed for the trusted external sources 241.

[0041] In an embodiment, each conversational agent 221
and/or each member of protection device set 230 is imple-
mented to include and/or otherwise involve a Natural Lan-
guage Understanding (NLU) unit 261 with a Named Entity
Recognition (NER) unit 262, as shown in FIG. 3. The units
261 and 262 are configured to enable the conversational
agents 221 to exploit the unique, but innocuous, identifiers
that replace the private information. In an embodiment, the
filter 231 is part of the protection device set 230. In another
embodiment, the filter 231 can be a stand-alone element. In
an embodiment, the filter 231 communicates with the pro-
tection device set 230 but resides in the user device set 210
in order to filter the user input at the point of origin and
prevent personal information from being communicated
over a communication channel(s) that may or may not be
secure.
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[0042] In an embodiment, the members of the sets 210,
220, and 230 can communicate using one or more networks,
collectively denoted by the figure reference numeral 280. In
the embodiment of FIG. 2, wireless communication is used.
However, in other embodiments, other types of communi-
cations can be used, including wired communications.
[0043] Moreover, in an embodiment, at least one of the
elements of environment 200 is processor-based. Further,
while one or more elements may be shown as separate
elements, in other embodiments, these elements can be
combined as one element. For example, while shown sepa-
rately, the sets 220 and 230 can be combined into a single
set, where each member of the combined set is capable of
deploying a conversational agent and also protect any pri-
vate information provided to the conversational agent. In
this way, a single device in the combined set can, for
example, both converse with the user and also protect any
private information provided by the user. Such an imple-
mentation preferably includes a firewall and/or other pro-
tection(s) between the respective functions of the combined
entities. The converse is also applicable, where while one or
more elements may be part of another element, in other
embodiments, the one or more elements may be imple-
mented as standalone elements. Moreover, one or more
elements of FIG. 2 can be implemented in a cloud configu-
ration including, for example, in a distributed configuration.
Additionally, one or more elements in FIG. 2 may be
implemented by a variety of devices, which include but are
not limited to, Digital Signal Processing (DSP) circuits,
programmable processors, Application Specific Integrated
Circuits (ASICs), Field Programmable Gate Arrays (FP-
GAs), Complex Programmable Logic Devices (CPLDs),
and so forth. These and other variations of the elements of
environment 200 are readily determined by one of ordinary
skill in the art, given the teachings of the present invention
provided herein, while maintaining the spirit of the present
invention.

[0044] FIG. 3 is a block diagram showing an exemplary
environment 300 to which the present invention can be
applied, in accordance with an embodiment of the present
invention. The environment 300 shows additional details
relative to those shown with respect to environment 200 of
FIG. 2, for the sakes of illustration and clarity.

[0045] The architecture 300 includes and/or otherwise
involves a filter 310, a load processor 320, a conversational
agent 221, a redirect operation (interchangeably referred to
herein as “communication redirector” or “redirector” in
short) 329, a store processor 330, a context database (DB)
340, a redactor 350, and a set of external sources 360 that
include trusted external sources 361 and untrusted external
sources 362. While some of the preceding elements are
characterized as processors or operations, in other embodi-
ments they can be implemented in other forms. For example,
in an embodiment, each of the processors can instead be
implemented by a respective set of functions. Other varia-
tions are readily determined by one of ordinary skill in the
art, while maintaining the spirit of the present invention.
[0046] The filter 310 is configured to receive a user input,
filter private information in the user input and output a
filtered user input. The filter 310 filters the private informa-
tion to form and output a filtered user input by encrypting the
private information, attaching the encrypted private infor-
mation (to the filtered user input that is output from the filter
310), and replacing the private information with one or more
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unique identifiers. In this way, the filtered user input still
includes the private information, albeit in encrypted form,
and also includes unique identifiers representative of the
private information that can be exploited by the NLE unit
261 and NER unit 262 of the conversational agent 221.
[0047] The filtered user input is then provided the con-
versational agent 221 by the load processor 320. Since any
private information in the (unfiltered) user input has been
filtered out by the filter 310 and replaced by the one or more
unique identifiers, the filtered user input is safe to provide to
the conversational agent 221 which will be unable to log any
private information given its removal from the filtered user
input provided to the conversational agent 221. Moreover, it
is to be appreciated that the filtered user input is safe to
communicate over communication channels including unse-
cure communication channels, since the unique identifiers
will not be decodable (i.e., able to be decrypted) by any
intervening entities.

[0048] The conversational agent 221 sends the filtered
user input to an external source 240, which is intercepted by
the redirector 329 before reaching the external source 240.
In this way, the redirector 329 first determines whether an
intended external source (hereinafter “target external
source™) is trusted or untrusted. If the external source is
determined to be trusted (e.g., trusted external source 241 of
FIG. 2), then the private information is decrypted and output
to the external source. If the external source is determined to
be untrusted (e.g., untrusted external source 242 of FIG. 2),
then the private information is redacted and output to the
external source. In this way, the redirector 329 essentially
filters encrypted information such that even a trusted service
can only see information that it is allowed (e.g., preautho-
rized) to see. Decryption of the private information is
performed by decryption elements 370, which receive
authorization to decrypt from the redirector 329. In an
embodiment, the decryption elements 370 can be part of the
protection device set 230.

[0049] In further detail, in an embodiment, the redirector
329 intercepts requests to the external sources and, based on
a pre-configured whitelist of authorized external sources,
instead of directly calling the source, triggers a pipeline that
includes the decryption elements 370 to decode (decrypt) the
encrypted private information.

[0050] The redactor 350 replaces the identifiers (previ-
ously used to replace the private information) in the filtered
user input with redacted, human-readable text (e.g., XXXX-
XXXX-XXXX-7807 for a credit card).

[0051] In an embodiment, the present invention can pro-
vide an additional layer of security by maintaining its own
version of a conversational context using the load and store
processors 320 and 330, respectively. The load processor
320 and store processor 330 are used to interact with the
context database 340. In an embodiment, the load processor
320 is able to retrieve context information from the database
for multiple uses including, but not limited, to detecting
private information in a user input, private information
replacement, and so forth. The copy of the context main-
tained in the context database 340 allows the protection of
the private context even if the application client (e.g., 210 in
FIG. 2) is compromised, as the application client usually
maintains their own context information. The private part of
the context can thus be separately managed by the present
invention and redacted from the response returned to the
client application (element 210 in FIG. 2).
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[0052] Inan embodiment, the context can be split into two
parts as follows: (1) public context variables set by the client
application that can be used to communicate information to
the conversational agent 221 outside user inputs; and (2)
private context that include all the information required to
resume the conversation between turns.

[0053] In the embodiment shown in FIG. 3, the elements
thereof are interconnected by one or more network(s) (not
shown). However, in other embodiments, other types of
connections can also be used. Moreover, in an embodiment,
at least one of the elements of environment 300 is processor-
based. Further, while one or more elements may be shown
as separate elements, in other embodiments, these elements
can be combined as one element. The converse is also
applicable, where while one or more elements may be part
of another element, in other embodiments, the one or more
elements may be implemented as standalone elements.
Moreover, one or more elements of FIG. 3 can be imple-
mented in a cloud configuration including, for example, in a
distributed configuration. Additionally, one or more ele-
ments in FIG. 3 may be implemented by a variety of devices,
which include but are not limited to, Digital Signal Process-
ing (DSP) circuits, programmable processors, Application
Specific Integrated Circuits (ASICs), Field Programmable
Gate Arrays (FPGAs), Complex Programmable Logic
Devices (CPLDs), and so forth. These and other variations
of the elements of environment 300 are readily determined
by one of ordinary skill in the art, given the teachings of the
present invention provided herein, while maintaining the
spirit of the present invention.

[0054] FIGS. 4-5 are flow diagrams showing an exem-
plary method 400 for configurable and non-invasive protec-
tion of private information for a conversational agent, in
accordance with an embodiment of the present invention.
[0055] Referring to FIG. 4, at block 410, configure the
protection to be applied to user communications involving a
conversational agent. For example, in an embodiment, pri-
vate information is characterized accordingly in order to
enable subsequent detection thereof. The characterization of
private information can include system characterizations
and user characterizations. Moreover, the protection can be
configured based on action types that include authorized
action types and unauthorized action types. It is to be
appreciated that block 410 can be performed repeatedly to
modify the protection applied to the user communications
involving the conversational agent.

[0056] At block 420, determine if a user input includes
private information. If so, then proceed to block 430. Oth-
erwise, proceed to block 480. As an example, the user input
at block 420 can be, for example, but is not limited to, the
following: “My SSN is 123-230-2323".

[0057] At block 430, form a filtered user input from the
user input, by maintaining non-private information from the
user input in the filtered user input, extracting and encrypt-
ing the private information in the user input and attaching
the encrypted private information to the filtered user input,
and replacing the private information in the user input with
unique identifiers in the filtered user input, the unique
identifiers configured to be exploitable by the software
application to achieve an intended function of the software
application for the user. The unique identifiers are represen-
tative of the private information they replace in that they can
be used to obtain the private information. As an example, the
above user input provided at block 420 can be replaced by
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the following: “My SSN is _SSN_001" with the attached
encrypted data “data: {_SSN_001: aer134asd23}”. The
attached data links the identifier (i.e., “_SSN_001") with the
encrypted data (i.e., “data: {_SSN_001: aerl34asd23}”).
Thus, relative to the example, the private information “123-
230-2323” representing the user’s social security number
has been replaced with the following data identifier “_SSN_
0017

[0058] At block 440, provide the filtered user input to the
conversational agent. In an embodiment, a call function can
be used for block 440.

[0059] At block 450, send information (from the user
input) from the conversational agent to a member(s) of a set
of external sources. In this way, an intended purpose of the
conversation between the user and the conversational agent
is accomplished. As an example, the record request can be
in the following form: “getRecord(data.SSN_001)”, with
“data: {_SSN_001: aer134asd23}”.

[0060] In an embodiment, block 450 can include one or
more of blocks 450A-450C.

[0061] At block 450A, determine whether or not the
member of the set of external sources is trusted or untrusted.
If trusted, then proceed to block 450B. If untrusted, then
proceed to block 450C.

[0062] Referring to FIG. 5, at block 450B, decrypt the
private information and output decrypted private informa-
tion (e.g., the original user input).

[0063] At block 450C, redact the private information and
output redacted information (e.g., a redacted user input).
[0064] At block 460, receive, by the member of the set of
external sources, the decrypted private information or the
redacted information for further processing.

[0065] In an embodiment, block 460 can include block
460A.
[0066] At block 460A, complete an intended goal using

the received information. For example, the member of the
set of external sources can further process the received
information in order to complete a transaction, provide
authorized access (by, e.g., unlocking a computer-imple-
mented lock or unlocking a physical lock, etc.), process
payment with credit card number, verify identity with SSN
or passport number, complete money transter with routing
number, make a phone call to a number, send email to a
personal email address, verify employee record from
employee number, and so forth.

[0067] Atblock 470, provide a return response to the user.
For example, the return response can be a confirmation that
the intended goal was achieved and any supporting infor-
mation. In an embodiment, the return response can include
redacted, human readable information, e.g., XXX-XX-123
for a SSN or XXXX-XXXX-XXXX-1234 for a credit card
number.

[0068] At block 480, process the user input as originally
provided by the user. Hence, in the absence of private
information being present in the user input, the user input
can be conventionally processed.

[0069] FIG. 6 is a chart showing an exemplary conversa-
tion 600 between a person (hereinafter “user”) and a con-
versational agent (e.g., a chatbot) to which the present
invention can be applied, in accordance with an embodiment
of the present invention.

[0070] In the chart of FIG. 6, portions of the conversation
600 made by the conversational agent are shown on the left
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side of FIG. 6, while portions of the conversation 600 made
by the user are shown on the right side of FIG. 6.

[0071] Initially, at block 610, the conversational agent
says the following to the user: “Hello! I can help you with
the Computer Store. What would you like to do?”

[0072] At step 611, the user replies as follows: “Order a
personal apple 13 inches”.

[0073] At step 620, the conversational agent says the
following to the user: “I have an apple laptop with a 13 inch
screen for personal use. Would you like me to place the
order’?”

[0074] At step 621, the user replies as follows: “Yes”.
[0075] At step 630, the conversational agent says the
following to the user: “What credit card number should we
use to place this order?”.

[0076] At step 631, the user replies as follows: “Please use
my VISA 4532040206203445”.

[0077] At step 640, the conversational agent says the
following to the user: “The order has been placed using your
Visa. Your order number is 4532-011a9-3445”.

[0078] At step 641, the user replies as follows: “Just in
case my SSN is 123 213 2323”.

[0079] It is to be appreciated that while the user’s reply at
step 631 was required, the user’s reply at step 641 was
accidental or certainly undesirable in that the information
was not requested, not required, and subject the user to
vulnerability through, but not limited to, identity theft, fraud,
and so forth.

[0080] FIG. 7 is a chart showing an exemplary conversa-
tion 700 between a person (hereinafter “user”) and a con-
versational agent (e.g., a chatbot) using private information
protection, in accordance with an embodiment of the present
invention. It is to be appreciated that conversation 700 is
similar to conversation 600 with the exception that the
information provided by the user is protected using various
aspects of the present invention. In this way, a user’s private
information is not comprised in any manner.

[0081] In the chart of FIG. 7, portions of the conversation
700 made by the conversational agent are shown on the left
side of FIG. 7, while portions of the conversation 700 made
by the user are shown on the right side of FIG. 7.

[0082] Hence, in each case, the conversational agent’s
contribution to the conversations 600 and 700 is the same,
that is, the same statements are made in both conversations
600 and 700 by the conversational agent. The difference
between the two conversations 600 and 700 is in the user’s
replies, which are dynamically redacted as necessary in
order to protect the private information of the user.

[0083] To that end, the user’s differing replies, that is the
last two replies in steps 631 and 641 are presented below, as
they represent the only differences in the conversations 600
and 700, although such differences show the importance of
protecting a user’s private information.

[0084] At step 731, the user reply is dynamically modified
to protect the user’s private information as follows: “Please
use my VISA XXXX-XXXX-XXXX-3445".

[0085] At step 741, the user reply is dynamically modified
to protect the user’s private information as follows: “Just in
case my SSN is XXX-XX-2323".

[0086] As is evident in comparing steps 631 to 731 and
641 to 741, the present invention advantageously protects
the user’s private information from unwanted dissemination.
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[0087] FIG. 8 is a diagram showing exemplary secured
entities 800 to which the present invention can be applied,
in accordance with an embodiment of the present invention.

[0088] The secured entities 800 can include, for example,
system entities 810 and user defined entities 820. The system
entities 810 can include predefined secured entities for
common private information (e.g., credit card number,
phone number, SSN, etc.).

[0089] In an embodiment, the system entities 810 can be
predefined with optional validation (e.g., credit card num-
bers). The system entities 810 can include, but are not
limited to, for example, the following: sys_ssn (SSN);
sys_cred_card (credit card number); sys_phone (phone
number); and so forth. In the preceding, “sys_" is the prefix
used for system entities 810.

[0090] The user defined entities 820 can include, but are
not limited to, for example, the following: employee_num-
ber (employee 1D); employee_mail (employee email); and
so forth. In an embodiment, the user defined entities 820 can
include a synonyms list(s), regular expressions, and so forth.
In the preceding, “employee_" is the prefix for user defined
entities relating to employees.

[0091] It is to be appreciated that the preceding listings of
entities and corresponding types of private information are
merely illustrative and, thus, other types of entities and
corresponding private information can also be configured in
accordance with the teachings of the present invention,
while maintaining the spirit of the present invention.

[0092] FIG. 9 is a diagram showing exemplary authorized
actions 900 to which the present invention can be applied, in
accordance with an embodiment of the present invention.
While referred to as actions, the same can also be considered
as services and/or Application Programming Interfaces
(APIs), depending upon the implementation.

[0093] The authorized actions 900 can include, but are not
limited to, for example, the following: store/payment (Cred-
itCard); store/idcheck (SSN, email, etc.); and so forth. In the
preceding example, store/payment is an authorized action,
while CreditCard is authorized private information for that
action. Moreover regarding the preceding example, store/
idcheck is an authorized action, while SSN and email are
authorized types of private information for that action.
Hence, the trusted external sources (e.g., 241 of FIG. 2) can
receive the preceding types of information relative to the
preceding authorized actions, while the untrusted external
sources (e.g., 242 of FIG. 2) are prohibited/prevented from
receiving the preceding types of information relative to the
preceding authorized actions.

[0094] It is to be appreciated that the preceding listing of
actions and corresponding types of private information are
merely illustrative and, thus, other types of actions and
corresponding private information can also be configured in
accordance with the teachings of the present invention,
while maintaining the spirit of the present invention.

[0095] In an embodiment, the secured entities 800 and the
authorized actions 900 can be included as part of a configu-
ration file that can be used by the present invention. It is to
be appreciated that the secured entities 800 can be used
(processed) by the filter 310 in order to detect private
information in a user input. It is to be further appreciated that
the authorized actions 900 can be used (processed) by the
redirector 329 in order to determine whether selective
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decryption is to be performed by the decryption elements
370 that receive authorization to decrypt from the redirector
329.

[0096] It is to be understood that although this disclosure
includes a detailed description on cloud computing, imple-
mentation of the teachings recited herein are not limited to
a cloud computing environment. Rather, embodiments of the
present invention are capable of being implemented in
conjunction with any other type of computing environment
now known or later developed.

[0097] Cloud computing is a model of service delivery for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g., networks,
network bandwidth, servers, processing, memory, storage,
applications, virtual machines, and services) that can be
rapidly provisioned and released with minimal management
effort or interaction with a provider of the service. This cloud
model may include at least five characteristics, at least three
service models, and at least four deployment models.
[0098] Characteristics are as follows:

[0099] On-demand self-service: a cloud consumer can
unilaterally provision computing capabilities, such as server
time and network storage, as needed automatically without
requiring human interaction with the service’s provider.
[0100] Broad network access: capabilities are available
over a network and accessed through standard mechanisms
that promote use by heterogeneous thin or thick client
platforms (e.g., mobile phones, laptops, and PDAs).
[0101] Resource pooling: the provider’s computing
resources are pooled to serve multiple consumers using a
multi-tenant model, with different physical and virtual
resources dynamically assigned and reassigned according to
demand. There is a sense of location independence in that
the consumer generally has no control or knowledge over
the exact location of the provided resources but may be able
to specify location at a higher level of abstraction (e.g.,
country, state, or datacenter).

[0102] Rapid elasticity: capabilities can be rapidly and
elastically provisioned, in some cases automatically, to
quickly scale out and rapidly released to quickly scale in. To
the consumer, the capabilities available for provisioning
often appear to be unlimited and can be purchased in any
quantity at any time.

[0103] Measured service: cloud systems automatically
control and optimize resource use by leveraging a metering
capability at some level of abstraction appropriate to the
type of service (e.g., storage, processing, bandwidth, and
active user accounts). Resource usage can be monitored,
controlled, and reported, providing transparency for both the
provider and consumer of the utilized service.

[0104] Service Models are as follows:

[0105] Software as a Service (SaaS): the capability pro-
vided to the consumer is to use the provider’s applications
running on a cloud infrastructure. The applications are
accessible from various client devices through a thin client
interface such as a web browser (e.g., web-based e-mail).
The consumer does not manage or control the underlying
cloud infrastructure including network, servers, operating
systems, storage, or even individual application capabilities,
with the possible exception of limited user-specific applica-
tion configuration settings.

[0106] Platform as a Service (PaaS): the capability pro-
vided to the consumer is to deploy onto the cloud infra-
structure consumer-created or acquired applications created
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using programming languages and tools supported by the
provider. The consumer does not manage or control the
underlying cloud infrastructure including networks, servers,
operating systems, or storage, but has control over the
deployed applications and possibly application hosting envi-
ronment configurations.

[0107] Infrastructure as a Service (laaS): the capability
provided to the consumer is to provision processing, storage,
networks, and other fundamental computing resources
where the consumer is able to deploy and run arbitrary
software, which can include operating systems and applica-
tions. The consumer does not manage or control the under-
lying cloud infrastructure but has control over operating
systems, storage, deployed applications, and possibly lim-
ited control of select networking components (e.g., host
firewalls).

[0108] Deployment Models are as follows:

[0109] Private cloud: the cloud infrastructure is operated
solely for an organization. It may be managed by the
organization or a third party and may exist on-premises or
off-premises.

[0110] Community cloud: the cloud infrastructure is
shared by several organizations and supports a specific
community that has shared concerns (e.g., mission, security
requirements, policy, and compliance considerations). It
may be managed by the organizations or a third party and
may exist on-premises or off-premises.

[0111] Public cloud: the cloud infrastructure is made avail-
able to the general public or a large industry group and is
owned by an organization selling cloud services.

[0112] Hybrid cloud: the cloud infrastructure is a compo-
sition of two or more clouds (private, community, or public)
that remain unique entities but are bound together by stan-
dardized or proprietary technology that enables data and
application portability (e.g., cloud bursting for load-balanc-
ing between clouds).

[0113] A cloud computing environment is service oriented
with a focus on statelessness, low coupling, modularity, and
semantic interoperability. At the heart of cloud computing is
an infrastructure that includes a network of interconnected
nodes.

[0114] Referring now to FIG. 10, illustrative cloud com-
puting environment 1050 is depicted. As shown, cloud
computing environment 1050 includes one or more cloud
computing nodes 1010 with which local computing devices
used by cloud consumers, such as, for example, personal
digital assistant (PDA) or cellular telephone 1054 A, desktop
computer 1054B, laptop computer 1054C, and/or automo-
bile computer system 1054N may communicate. Nodes
1010 may communicate with one another. They may be
grouped (not shown) physically or virtually, in one or more
networks, such as Private, Community, Public, or Hybrid
clouds as described hereinabove, or a combination thereof.
This allows cloud computing environment 1050 to offer
infrastructure, platforms and/or software as services for
which a cloud consumer does not need to maintain resources
on a local computing device. It is understood that the types
of computing devices 1054A-N shown in FIG. 10 are
intended to be illustrative only and that computing nodes
1010 and cloud computing environment 1050 can commu-
nicate with any type of computerized device over any type
of network and/or network addressable connection (e.g.,
using a web browser).
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[0115] Referring now to FIG. 11, a set of functional
abstraction layers provided by cloud computing environ-
ment 1050 (FIG. 10) is shown. It should be understood in
advance that the components, layers, and functions shown in
FIG. 11 are intended to be illustrative only and embodiments
of the invention are not limited thereto. As depicted, the
following layers and corresponding functions are provided:
[0116] Hardware and software layer 1160 includes hard-
ware and software components. Examples of hardware com-
ponents include: mainframes 1161; RISC (Reduced Instruc-
tion Set Computer) architecture based servers 1162; servers
1163; blade servers 1164; storage devices 1165; and net-
works and networking components 1166. In some embodi-
ments, software components include network application
server software 1167 and database software 1168.

[0117] Virtualization layer 1170 provides an abstraction
layer from which the following examples of virtual entities
may be provided: virtual servers 1171; virtual storage 1172;
virtual networks 1173, including virtual private networks;
virtual applications and operating systems 1174; and virtual
clients 1175.

[0118] In one example, management layer 1180 may pro-
vide the functions described below. Resource provisioning
1181 provides dynamic procurement of computing resources
and other resources that are utilized to perform tasks within
the cloud computing environment. Metering and Pricing
1182 provide cost tracking as resources are utilized within
the cloud computing environment, and billing or invoicing
for consumption of these resources. In one example, these
resources may include application software licenses. Secu-
rity provides identity verification for cloud consumers and
tasks, as well as protection for data and other resources. User
portal 1183 provides access to the cloud computing envi-
ronment for consumers and system administrators. Service
level management 1184 provides cloud computing resource
allocation and management such that required service levels
are met. Service Level Agreement (SLA) planning and
fulfillment 1185 provide pre-arrangement for, and procure-
ment of, cloud computing resources for which a future
requirement is anticipated in accordance with an SLA.
[0119] Workloads layer 1190 provides examples of func-
tionality for which the cloud computing environment may be
utilized. Examples of workloads and functions which may
be provided from this layer include: mapping and navigation
1191; software development and lifecycle management
1192; virtual classroom education delivery 1193; data ana-
Iytics processing 1194; transaction processing 1195; and
configurable and non-invasive protection of private infor-
mation for conversational agents 1196.

[0120] The present invention may be a system, a method,
and/or a computer program product at any possible technical
detail level of integration. The computer program product
may include a computer readable storage medium (or media)
having computer readable program instructions thereon for
causing a processor to carry out aspects of the present
invention.

[0121] The computer readable storage medium can be a
tangible device that can retain and store instructions for use
by an instruction execution device. The computer readable
storage medium may be, for example, but is not limited to,
an electronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
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examples of the computer readable storage medium includes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
is not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

[0122] Computer readable program instructions described
herein can be downloaded to respective computing/process-
ing devices from a computer readable storage medium or to
an external computer or external storage device via a net-
work, for example, the Internet, a local area network, a wide
area network and/or a wireless network. The network may
comprise copper transmission cables, optical transmission
fibers, wireless transmission, routers, firewalls, switches,
gateway computers and/or edge servers. A network adapter
card or network interface in each computing/processing
device receives computer readable program instructions
from the network and forwards the computer readable
program instructions for storage in a computer readable
storage medium within the respective computing/processing
device.

[0123] Computer readable program instructions for carry-
ing out operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or
either source code or object code written in any combination
of one or more programming languages, including an object
oriented programming language such as SMALLTALK,
C++ or the like, and conventional procedural programming
languages, such as the “C” programming language or similar
programming languages. The computer readable program
instructions may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a
remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider). In some embodiments, elec-
tronic circuitry including, for example, programmable logic
circuitry, field-programmable gate arrays (FPGA), or pro-
grammable logic arrays (PLA) may execute the computer
readable program instructions by utilizing state information
of'the computer readable program instructions to personalize
the electronic circuitry, in order to perform aspects of the
present invention.

[0124] Aspects of the present invention are described
herein with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems), and computer
program products according to embodiments of the inven-
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tion. It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of
blocks in the flowchart illustrations and/or block diagrams,
can be implemented by computer readable program instruc-
tions.

[0125] These computer readable program instructions may
be provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function in a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified in the flowchart and/or block diagram block or
blocks.

[0126] The computer readable program instructions may
also be loaded onto a computer, other programmable data
processing apparatus, or other device to cause a series of
operational steps to be performed on the computer, other
programmable apparatus or other device to produce a com-
puter implemented process, such that the instructions which
execute on the computer, other programmable apparatus, or
other device implement the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0127] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of
possible implementations of systems, methods, and com-
puter program products according to various embodiments
of the present invention. In this regard, each block in the
flowchart or block diagrams may represent a module, seg-
ment, or portion of instructions, which comprises one or
more executable instructions for implementing the specified
logical function(s). In some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block dia-
grams and/or flowchart illustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.
[0128] Reference in the specification to “one embodi-
ment” or “an embodiment” of the present invention, as well
as other variations thereof, means that a particular feature,
structure, characteristic, and so forth described in connection
with the embodiment is included in at least one embodiment
of the present invention. Thus, the appearances of the phrase
“in one embodiment” or “in an embodiment”, as well any
other variations, appearing in various places throughout the
specification are not necessarily all referring to the same
embodiment.

[0129] It is to be appreciated that the use of any of the
following “/”, “and/or”, and “at least one of”, for example,
in the cases of “A/B”, “A and/or B” and “at least one of A
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and B”, is intended to encompass the selection of the first
listed option (A) only, or the selection of the second listed
option (B) only, or the selection of both options (A and B).
As a further example, in the cases of “A, B, and/or C” and
“at least one of A, B, and C”, such phrasing is intended to
encompass the selection of the first listed option (A) only, or
the selection of the second listed option (B) only, or the
selection of the third listed option (C) only, or the selection
of the first and the second listed options (A and B) only, or
the selection of the first and third listed options (A and C)
only, or the selection of the second and third listed options
(B and C) only, or the selection of all three options (A and
B and C). This may be extended, as readily apparent by one
of ordinary skill in this and related arts, for as many items
listed.

[0130] Having described preferred embodiments of a sys-
tem and method (which are intended to be illustrative and
not limiting), it is noted that modifications and variations can
be made by persons skilled in the art in light of the above
teachings. It is therefore to be understood that changes may
be made in the particular embodiments disclosed which are
within the scope of the invention as outlined by the
appended claims. Having thus described aspects of the
invention, with the details and particularity required by the
patent laws, what is claimed and desired protected by Letters
Patent is set forth in the appended claims.

1. A computer-implemented method for configurable and
non-invasive protection of private information in a user
input to a software application that handles real-time infor-
mation, the method comprising:

detecting, by a filter in real-time, private information in

the user input;

forming, by the filter, a filtered user input from the user

input, by maintaining non-private information from the
user input in the filtered user input, extracting and
encrypting the private information in the user input and
attaching the encrypted private information to the fil-
tered user input, and replacing the private information
in the user input with unique identifiers in the filtered
user input, the unique identifiers configured to be
exploitable by the software application to achieve an
intended function of the software application for the
user; and

transmitting, by a communications redirector, the filtered

user input over a communication channel.

2. The computer-implemented method of claim 1,
wherein the software application employs a conversational
agent to interact with the user, and wherein the private
information is detected from communications between the
user and the conversational agent.

3. The computer-implemented method of claim 1,
wherein the private information is user-defined.

4. The computer-implemented method of claim 1,
wherein the private information is pre-configured by pre-
characterizing the private information for the software appli-
cation.

5. The computer-implemented method of 1, further com-
prising selectively decrypting the encrypted private infor-
mation for only trusted external sources from among a set of
external sources that comprise the trusted external sources
and untrusted external sources, and forwarding the
decrypted private information to at least one of the trusted
external sources over a link of the communication channel.
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6. The computer-implemented method of claim 5,
wherein said selectively decrypting step is performed based
on a list of items selected from the group consisting of
authorized actions, authorized services, and authorized
application programming interfaces.

7. The computer-implemented method of claim 1,
wherein said detecting step employs natural language under-
standing and named entity recognition to detect the private
information in the user input.

8. The computer-implemented method of claim 1, further
comprising:

generating a human-readable reply to the user from the
software application, the human readable reply having
the private information redacted therefrom; and

providing the user with the human-readable reply.

9. The computer-implemented method of claim 1, further

comprising:

storing an original conversational context for the user
input in a context database; and

retrieving the original conversational context from the
context database and using the original conversational
context to detect the private information in the user
input.

10. The computer-implemented method of claim 1,
wherein the filtered user input is configured to prevent the
software application from accessing the private information
in the user input initially provided by the user.

11. A computer program product for configurable and
non-invasive protection of private information in a user
input to a software application that handles real-time infor-
mation, the computer program product comprising a non-
transitory computer readable storage medium having pro-
gram instructions embodied therewith, the program
instructions executable by a computer having a filter and a
communications redirector to cause the computer to perform
a method comprising:

detecting, by the filter in real-time, private information in
the user input;

forming, by the filter, a filtered user input from the user
input, by maintaining non-private information from the
user input in the filtered user input, extracting and
encrypting the private information in the user input and
attaching the encrypted private information to the fil-
tered user input, and replacing the private information
in the user input with unique identifiers in the filtered
user input, the unique identifiers configured to be
exploitable by the software application to achieve an
intended function of the software application for the
user; and

transmitting, by the communications redirector, the fil-
tered user input over a communication channel.

12. The computer program product of claim 11, wherein
the software application employs a conversational agent to
interact with the user, and wherein the private information is
detected from communications between the user and the
conversational agent.

13. A system for configurable and non-invasive protection
of private information in a user input to a software appli-
cation that handles real-time information, the system com-
prising:

a filter for detecting, in real-time, private information in
the user input and for forming a filtered user input from
the user input, by maintaining non-private information
from the user input in the filtered user input, extracting
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and encrypting the private information in the user input
and attaching the encrypted private information to the
filtered user input, and replacing the private informa-
tion in the user input with unique identifiers in the
filtered user input, the unique identifiers configured to
be exploitable by the software application to achieve an
intended function of the software application for the
user; and

a communications redirector for transmitting the filtered

user input over a communication channel.

14. The system of claim 13, wherein the software appli-
cation employs a conversational agent to interact with the
user, and wherein the private information is detected from
communications between the user and the conversational
agent.

15. The system of claim 13, wherein the filter is deployed
in a user device to filter the private information at a point of
origin.

16. The system of claim 13, wherein the filter is config-
ured to intercept the user input during transmission to the
software application in order to filter the user input and
provide the filtered user input to the software application in
place of the user input without filtering.

17. The system of claim 13, wherein the communication
redirector is configured to perform filtering of the filtered
user input by causing selective decrypting of the encrypted
private information in the filtered user input for only trusted
external sources from among a set of external sources that
comprise the trusted external sources and untrusted external
sources, and is further configured to forward the decrypted
private information to at least one of the trusted external
sources.

18. The system of claim 13, further comprising:

a context database for storing an original conversational

context for the user input;

a store processor for enabling the storing of the original

conversational context in the context database; and

a load processor for retrieving the original conversational

context from the context database and using the origi-
nal conversational context to replace the private infor-
mation in the user input with the unique identifiers.

19. A computer-implemented method for configurable and
non-invasive protection of private information in a user
input to a conversational agent that handles real-time infor-
mation, the method comprising:

detecting, by a filter in real-time, private information in

the user input;

forming, by the filter, a filtered user input from the user

input, by maintaining non-private information from the
user input in the filtered user input, extracting and
encrypting the private information in the user input and
attaching the encrypted private information to the fil-
tered user input, and replacing the private information
in the user input with unique identifiers in the filtered
user input, the unique identifiers configured to be
exploitable by the software application to achieve an
intended function of the conversational agent for the
user; and

transmitting, by a communications redirector, the filtered

user input over a communication channel.

20. The computer-implemented method of 19, further
comprising selectively decrypting the encrypted private
information for only trusted external sources from among a
set of external sources that comprise the trusted external
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sources and untrusted external sources, and forwarding the
decrypted private information to at least one of the trusted
external sources over a link of the communication channel.

21. The computer-implemented method of claim 20,
wherein said selectively decrypting step is performed based
on a list of items selected from the group consisting of
authorized actions, authorized services, and authorized
application programming interfaces.

22. The computer-implemented method of claim 19, fur-
ther comprising:

storing an original conversational context for the user

input in a context database; and

retrieving the original conversational context from the

context database and using the original conversational
context to detect the private information in the user
input.

23. A non-transitory article of manufacture tangibly
embodying a computer readable program which when
executed causes a computer to perform the steps of claim 19.

24. A system for configurable and non-invasive protection
of private information in a user input to a conversational
agent that handles real-time information, the method com-
prising:
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a filter for detecting, in real-time, private information in
the user input, and for forming a filtered user input from
the user input, by maintaining non-private information
from the user input in the filtered user input, extracting
and encrypting the private information in the user input
and attaching the encrypted private information to the
filtered user input, and replacing the private informa-
tion in the user input with unique identifiers in the
filtered user input, the unique identifiers configured to
be exploitable by the software application to achieve an
intended function of the conversational agent for the
user; and

a communications redirector for transmitting the filtered
user input over a communication channel.

25. The system of claim 24, wherein the filter is config-
ured to intercept the user input during transmission to the
conversational agent in order to filter the user input and
provide the filtered user input to the conversational agent in
place of the user input without filtering.
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